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     Abstract— With the development of information and 

communication technologies, securing data content is 

becoming more important. Different cryptographic systems 

have been put in place to fill this need. Up until now, number-

based cryptography remains by far the most used. However the 

assumed advent of quantum computers makes it potentially 

threatened by quantum attacks. To get around this, more 

secure alternatives have emerged. Code-based cryptography is 

one of the most powerful candidates in this sense. In this 

paper we present a practical implementation of one of the most 

promising schemes in the field of cryptography based on error 

correcting codes, namely, the Niederreiter cryptosystem. In 

particular, we put forward its security proof; we describe the 

new construction as well than the results obtained during the 

tests.  

     Index Terms—Public key cryptography, error-correcting 

codes, McEliece cryptosystem, Niederreiter cryptosystem, 

Syndrome decoding problem. 

I. INTRODUCTION 

To break contemporary cryptosystems using any binary 

computer, one has to face a problem of at least sub-

exponential complexity. However if quantum algorithms 

was effectively executed, the cryptographic primitives 

based on the number theory would not resist anymore [1]. 

Code-based cryptography on the other hand is not as 

threatened as number theoretic based cryptography as it 

relies on different problems. Thus, this kind of 

cryptography has attracted more attention last years, 

especially after showing that certain instances of 

problems based on the theory of error correcting codes 

remain intractable even employing quantum computer. 

So, some cryptography constructions based on error 

correcting codes belong to the post quantum 

cryptography. The first code-based construction was the 

cryptosystem devised by McEliece in the late seventies 

[2]. It makes use of binary irreducible Goppa codes and 

ensures a fast encryption and decryption in comparison, 

for example, with RSA. However it suffers from a major 

drawback, namely, a too much large private and public 

keys. In the eighties, Niederreiter proposed another 

variant of McEliece scheme [3]. He proposed to use 

Generalized Reed-Solomon (GRS) codes. A polynomial 

time algorithm reconstructing the code parameters from 

an arbitrary generator matrix was found afterwards by 

Sidelnikov and Shestakov [4].  

 

 

Therefore the original Niederreiter scheme was 

completely broken. Next, a new variant of the system was 

proposed by Berger and Loidreau in [5], which intended 

to resist the Sidelnikov-Shestakov attack. The idea is to 

work with a sub code of a GRS code instead of a 

complete GRS code in order to hide the code structure.  

Although the cryptosystem of Niederreiter seems to 

have a promising future, it remains little implemented in 

practical life [6]. In this work, we attempt to present a 

new practical implementation of the cryptosystem. We 

first give a brief review of the first code-based 

cryptosystem, namely the McEliece cryptosystem. 

Therefore, we discuss the basic idea of the implemented 

scheme, and then present the implementation in details.  

II. BACKGROUND  

A. The McEliece cryptosystem 

The McEliece cryptosystem is the first cryptographic 

public key scheme to use randomization in the encryption 

process [7] – [8]. The algorithm has not yet found a good 

place in practical life, but it seems to have a flourishing 

future since it is immune to attacks using Shor's algorithm 

and so belongs to post-quantum cryptography. The 

scheme security is based on the hardness of decoding a 

general linear code. The principle can be summarized as 

follows: For each irreducible polynomial g over GF (2
m
) 

of degree t, there exists a binary irreducible Goppa code 

C of length n=2
m
 , having an efficient decoding algorithm 

, able to correct any pattern of t errors. Since C is a linear 

code, it is a k-dimensional vector space over GF (2
m
). So 

we can describe it by an k × n matrix G, called generated 

matrix. By using a k × k regular matrix S and an n × n 

permutation matrix P, a new generator matrix G’ is 

constructed to hide the structure of G, so that:  

SGPG '                                            (1) 

The public key consists then of G’, whereas the matrices 

S and P together with g forms the private key as shown in 

Fig. 1. The new matrix G’ is the generator matrix of 

another linear code that is assumed to be difficult to 

decode since the trapdoor information is not known.  

To encrypt a plaintext m {0, 1}
 k

: choose a random 

vector e  {0, 1} 
n
 of weight t and compute the cipher 

text as:  

 ec = mG' +   
.
                (2) 

To decrypt a cipher text c  {0, 1} 
n
, first calculate cP

−1 

as: 
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11 )( --  + ePSG  = mcP  .                          (3) 

Subsequently, by using the decoding algorithm, the mS 

value can be easily computed from the following 

equation:  
11 )( -- G + ePmS = cP  .                          (4) 

The message m is finally restituted by a multiplication 

with S
−1

. Fig. 1 below summarizes the process. 

 
Fig. 1: McEliece cryptosystem 

B. The Niederreiter Cryptosystem 

The Niederreiter scheme is a dual variant of the 

McEliece cryptosystem that uses a parity check matrix for 

encryption, instead of a generator matrix [9]. In term of 

performance, the Niederreiter encryption is about ten 

times faster than the encryption of McEliece. Moreover, 

the Niederreiter can be used to construct a secure digital 

signature scheme [10].  

Whereas the first version of the cryptosystem has been 

completely broken, it has been shown to be equivalent to 

the McEliece cryptosystem in term of security if 

appropriate parameters are chosen. Its major drawback is 

that it works on large keys, e.g., for 128-bit post quantum 

security (corresponding roughly to 256-bit classical 

security), it needs a large key of up to 1MB, using 

parameters proposed in [11]. 

From structure point of view, the Niederreiter 

cryptosystem implementation goes through three steps, 

namely the generation of both private and public keys, the 

encryption, and then the decryption processes. Here is the 

detail of each step:   

1) Key generation 

1. Alice selects a binary (n, k)-irreducible Goppa 

code C, able to correct up to t errors, that has an 

efficient decoding algorithm. 

2. Alice generates an (n - k) × n parity check 

matrix H, for the code C. 

3. Alice selects a random (n - k) × (n - k) non 

singular matrix S. 

4. Alice selects a random n × n permutation matrix 

P. 

5. Alice computes the (n - k) × n matrix:  

H'=SHP                               (5) 

6. Alice’s public key is pk = (H’, t). Her private 

key is sk = (S, H, P,). 

2) Message encryption 

To send a message m to Alice, whose public key is  

(H’, t), Bob proceeds as follows: 

1. Bob encodes the message m as a binary string of 

length n and weight at most t. 

2. Bob computes the cipher text as:  

Tc = H'm .                             (6) 

3) Message decryption 

Upon receipt of c from Bob, Alice does the following to 

retrieve the message m. 

1. Alice computes   
T- c  = HPmS 1

 .                            (7) 

2. Alice applies the syndrome decoding algorithm  

for the code C to recover Pm
T
. 

3. Alice computes the message m, via : 
T-T Pm=Pm 1

.
 

                            (8) 

The figure below illustrates the steps mentioned above: 

 
Fig. 2: Niederreeiter cryptosystem 

III. IMPLEMENTATION AND RESULT 

In this section, we present the results obtained from 

practical implementation of this algorithm using C # 

language. The designed system is subdivided into 4 steps:  

Choosing the Galois field, generation of keys, encryption, 

and decryption process.  

Choosing a Galois Field 

In this step, we choose a primitive polynomial as well 

as one of its roots among a set of polynomials generated 

in accordance with a given integer. A Galois field is then 

generated with an extension equal to the previously given 

number. 

 
Fig. 3: Choosing domain parameters  

 

Keys generation  

This is the most important step of the scheme. It starts 

by selecting a support for the code as well as an 

irreducible generator polynomial. A parity check matrix 

(the secret key) is then generated. Afterwards, a non 

singular and a permutation matrix are chosen. The public 

key is generated from the three matrices by a 

multiplication operation as shown in the Fig. 3. 

https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Invertible_matrix
https://en.wikipedia.org/wiki/Invertible_matrix
https://en.wikipedia.org/wiki/Permutation_matrix
https://en.wikipedia.org/wiki/Syndrome_decoding
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Fig. 4: Key Generation Interface  

Encryption process 

In this step, we first apply the ASCII encoding standard 

to convert the plain text message into a binary string. The 

public key is then used to encrypt the binary string into a 

cipher. Fig. 5 below shows a practical example of an 

encoding-encryption process. 

 
Fig. 5: Encoding-Encryption process 

 

Decryption process 

The decryption process consists of recovering sent 

binary string by applying a Syndrome Decoding 

Algorithm. The plain text message is then restored by an 

ASCII decoding. To perform decoding process in order to 

find the error vector, we have opted for the Patterson’s 

algorithm [12]. A brief outline of that algorithm is 

presented below:   

 For received codeword y find syndrome:   





n

i

ii xgxyxs
1

)(mod/)(  .             (9) 

 Find h(x), inverse of s(x) in the algebra of 

polynomials mod g(x). 

 Find d(x) such that:  

)(mod)()(2 xgxxhxd  .           (10)     

 By Applying the extended Euclidean algorithm, 

find a(x) and b(x) of least degree such that: 

)(mod)()()( xgxaxbxd  .           (11) 

 Compute: 

)()()( 22 xxbxax  .           (12) 

 )(x  is used to determine the set of error 

Locations 

  0)(,  iiE  .                          (13)   

 Error positions are i such that  

Ei .              (14) 

 Codeword e is found as y – c.  

 

Fig. 6 shows the decryption-decoding process of the 

encrypted message. 

 

 
 Fig. 6: Decryption-Decoding process 

IV. CONCLUSION 

In this paper, we have developed an implementation of 

the Niederreiter cryptosystem using Visual studio and the 

C # language as tool. The implementation covers all steps 

of the cryptosystem, namely the definition of Goppa 

code, the keys generation, the encryption and the 

decryption algorithms. To support various levels of 

security and take into account the performance of the 

platforms on which the system is supposed to run, we 

adopted an approach that allows ensuring a wide choice 

concerning the parameters. Thus, one can choose the 

extension of Galois field, the generator polynomial, the 

non singular matrix as well as the permutation matrix. We 

run the cryptosystem for different instances of Galois 

fields, secret and public keys, and plain text. The results 

obtained shows that the system has a high degree of 

flexibility, a good capacity in term of error correction and 

a high level of security. From this, it turns out that the 

designed system can be implemented in practical life, 

especially to secure data over the Internet.   
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